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1 Summary

This report presents the work carried out by the Independent Oversight Authority for Intelligence
Activities (OA-IA) in 2025. The year was marked by a change in leadership at both the Federal
Department of Defence, Civil Protection and Sport (DDPS) and the Federal Intelligence Service (FIS).

Using a risk-based approach, the OA-IA conducted audits in the areas of strategy, organisation,
cooperation, information-gathering, resources and data processing. It carried out its mandate with
respect to all of the authorities over which it exercises oversight, including the FIS, the Cyber and
Electromagnetics Activities Service (CEA), the Military Intelligence Service (MIS) and the Armed
Forces Preventive Protection Service (AFPPS).

The OA-IA published audit results more frequently, thus enhancing the transparency of its work. Audits
focused in particular on information technology (project inventory and portfolio), the prevention of
violent left-wing extremism and insider espionage, cooperation between the FIS and the cantonal
intelligence services and other authorities, the use of virtual agents, operations involving information-
gathering measures requiring authorisation and the management of human intelligence (HUMINT).

In the area of data procurement, 2025 was marked in particular by the completion of audit 22-18, which
was conducted following various investigations involving the FIS Cyber Division. In addition, the OA-IA
examined major systems such as the Information and Analysis System All-Source Integral Control
Centre (IASA-ICC) and also reviewed FIS searches in third-party information systems. While it
identified gradual improvements, it also highlighted continuing shortcomings, particularly in relation to
documentation, technical compliance and access management. The OA-IA made several
recommendations, for example with regard to clarifying the rules for virtual agents, preventing the risk
of insider espionage, conducting an ICT inventory and storing data collected through cable
interception. It also identified certain risks concerning senior management and the FIS transformation
process.

Throughout the reporting year, the OA-IA maintained an ongoing dialogue with its various partners. At
national level, it pointed to the growing need for greater dialogue, particularly with the cantons, while a
three-day conference in Switzerland focused on international consultation.
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3 Key figures as at 31 December 2025

2l ees 1 January 2025 10
31 December 2025 10
Ongoing audits as of 1 January 2025 10
Audits started in 2025 1
Audits concluded in 2025 16
Ongoing audits as at 31 December 2025 5
Planned audits 1
Unannounced audits 1
Recommendations 28
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4 Personal remarks
Dear reader,

2025 was an important year for the OA-IA. The completion of the audit and report on the FIS Cyber
Division in February was a significant milestone. While this brought a sense of relief as it had placed a
much greater strain on our resources than previous audits, publishing the report proved challenging
because we were committed to communicating its contents in the broadest possible terms after two
years of work.

Fortunately, the OA-IA’s work is not limited to compiling only one report or to auditing specific areas.
Thanks to growing experience from a wide range of audit topics, previous audits and current
circumstances, it is better able to identify problems and progress in intelligence activities more
generally. The OA-IA also had to continually adapt to developments within the audited entities.
For example, the FIS consolidated several previously vulnerable areas and continued to improve its
organisational structure. Similarly, the Military Intelligence Service (MIS) also adapted its organisational
structure following an analysis of evolving risks and requirements. Adapting to these changes is not
always straightforward. Since the organisational changes at the MIS will continue throughout 2026, an
MIS audit that began in summer 2025 has not yet been completed.

This annual report provides information on the audits that were completed during the reporting year as
well as ongoing audits. | invite you to peruse the wide range of topics that affect the everyday lives of
the general public and then consider whether you are satisfied with the outcome. For our part, we are
never satisfied with our achievements and are always looking forward. Please write to us if you have
any thoughts on our findings.

| hope you enjoy our report.
Best regards,
Prisca Fischer, OA-IA Head
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5 Oversight activities
5.1 Audit plan

The OA-IA performs risk-oriented audits in the following areas:

» Strategy and planning

» Organisation and tasking

»  Cooperation

* Information-gathering

* Resources

+ Data processing and archiving

The audit plan is designed to ensure that each area is audited at least once a year.

5.2 Audits conducted in 2025

The OA-IA’s annual report is continuously evolving and therefore contains some new features this
year:

e The annual report contains a summary of all the audits completed by 31 December 2025. For
ongoing audits, it outlines the respective objective.

e Each audit summary contains a table with three items of time-related information: the date on
which the audit began (mandate), the date the draft report was sent to the audited entity for
comments (consultation) and the date of the final report. The table also indicates two further
items: the number of recommendations made by the OA-IA and the number of interviews (oral
or written) conducted up to 31 December 2025.

5.21 Strategy and planning

In the area of strategy and planning, the OA-IA examines issues relating to the short, medium or long-
term strategic planning of the Swiss intelligence services and their objectives. During the year under
review, the OA-IA carried out the following audits.

24-1 Artificial intelligence (Al) at the FIS

Sending the final
report
19.09.2025 S

In this audit, the OA-IA has been examining whether the FIS acquires, uses and controls this

technology in accordance with the law and in terms of effectiveness and expediency.

Mandate Consultation Recommendations Interviews

25-1 Prevention of violent left-wing extremism at the FIS

Mandate Consultation Sendlrr;%g:te final Recommendations Interviews
25.02.2025 16.07.2025 18.08.2025 1 8

The OA-IA reviewed the activities of the FIS in relation to combatting violent left-wing extremism,
having previously examined FIS measures to combat violent right-wing extremism in 2021.

It interviewed FIS senior officers and staff working in this field, as well as agents from two cantonal
intelligence services and a senior officer from the Federal Office of Police (fedpol). It also carried out a
random check of FIS information-gathering assignments issued to its sensors or partners and reviewed
one operational clarification to gain an overview of the FIS’s activities in combatting violent left-wing
extremism.

Particular attention was paid to the legislation regulating these activities and to ensuring that the
fundamental rights of target persons were being respected in accordance with the Federal Act on the
Intelligence Service (IntelSA). Gathering intelligence relating to violent extremism is subject to strict

rules, which only allow the FIS to process information if there is some link with the use of violence. 6125



The aim is to safeguard people’s fundamental rights in Switzerland. This is also why the FIS is not
permitted in this context to undertake information-gathering measures requiring authorisation.

The FIS monitors developments in the violent extreme left-wing scene and, provided that certain
criteria are met, is authorised under current legislation to investigate groups belonging to this scene as
part of its counterterrorism activities. The OA-IA noted that the FIS has developed lawful and
appropriate practices in this area, which includes the option of requesting authorisation for information-
gathering measures from the political and judicial authorities.

The OA-IA also examined whether the FIS was fulfilling its mandate to combat violent left-wing
extremism. This includes gathering information to prevent violent left-wing extremists from acting on
threats, as well as monitoring the situation. The OA-IA also examined the FIS’s role in relation to its
national partners and found that cooperation had deteriorated. Although the FIS had recruited
additional staff during the audit period, the OA-IA concluded that, given the limited resources
available to address the current threat from violent left-wing extremism in Switzerland, the FIS
was unable to fulfil its mandate to the required extent. Moreover, the FIS was not making full use
of the means and resources available under the Federal Intelligence Act, with the result that it was not
fulfilling its mandate adequately or effectively. The OA-IA therefore made a recommendation.

25-2 IT project portfolio at the FIS

Mandate Consultation Sendlrr;%g:te final Recommendations Interviews
21.07.2025 14.11.2025 09.12.2025 0 11

IT project portfolio management is used by organisations to record information on current or future IT
projects in order to facilitate project management.

At the FIS, projects can involve new IT requirements relating to the procurement, processing, analysis
or transmission of information derived from intelligence activities. This can entail a number of risks for
the FIS, including an incomplete overview, a failure to pass on full information to senior management or
a lack of coordination, which can lead to inadequate or inefficient project implementation.

The OA-IA therefore examined whether the FIS is maintaining an IT project portfolio and, if so, how it is
managed. The audit looked at whether the FIS has an overview of all its IT projects, how senior
decision-makers obtain key information and whether synergies and duplication are effectively identified
through project coordination.

The FIS has recently developed an innovative project portfolio management strategy that includes IT
projects and other strategically important projects. In addition, a special body has been established to
evaluate and prioritise the implementation of the strategic requirements identified. Thanks to the
processes that have been put in place, FIS leadership has access to key information from major IT
projects and can therefore fulfil its responsibility in relation to projects. However, IT projects that do not
have a strategic component are not included in the portfolio and consequently do not always come to
the attention of the FIS management. Consequently, the FIS currently lacks a comprehensive overview
of its IT project portfolio, which encompasses not only strategic but also operational IT projects. The
OA-IA has therefore identified this as a shortcoming with respect to identifying synergies and
duplication. However, the FIS has identified opportunities to improve its IT project portfolio
management and is working to implement them. In light of this, the OA-IA did not make any
recommendations.

5.2.2 Organisation and tasking

In the area of organisation and tasking, the OA-IA examines the adequacy of the structure and
processes of the intelligence services and considers whether they enable the intelligence services to
fulfil their mandate in a lawful, expedient and effective manner. In 2025, the OA-IA carried out the
following audits in this area:
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24-2 Intelligence activities conducted by the AFPPS

Sending the final

Recommendations Interviews
report

Mandate Consultation

06.08.2025 1

The aim of this audit is to examine the cooperation interfaces between the FIS and the AFPPS in order
to identify intelligence activities. The OA-IA is therefore examining the legality, effectiveness and
expediency of the cooperation between these two services.

24-11 Security aspects under the IntelSA

Mandate Consultation Sendirr:a%(t;te final Recommendations Interviews
16.10.2024 27.02.2025 25.03.2025 0 2

The FIS has a duty to protect its staff, facilities and data. The OA-IA therefore examined a number of
FIS workstations to determine whether it was fulfilling this obligation and whether appropriate security
measures were in place. The workstations in question were created as part of a project to demonstrate
the need for such workplaces and an analysis of the strengths, weaknesses, opportunities and risks.
The project had three objectives: to strengthen collaboration, to improve the agility and attractiveness
of the FIS and to ensure business continuity management (BCM). Implementation was carried out in
stages and was completed in January 2025.

The OA-IA attended the FIS internal staff training course and inspected the workstations. Based on the
interviews conducted and the documentation examined, the OA-IA found that the security of staff and
data had been a priority during the implementation phase and that the objectives had been achieved or
were achievable. It also found that the resources used were appropriate. The FIS will continue to
monitor the use of these workstations and improve security where necessary. It will also evaluate their
impact in due course. The OA-IA found no grounds for criticism.

This audit was not included in the OA-IA’s 2024 audit plan. The urgent need to carry out the audit
arose as a result of the commissioning of the workstations.

25-3 Counterintelligence at the FIS

Mandate Consultation Sendipe%(t)r;te final Recommendations Interviews
29.04.2025 03.09.2025 30.09.2025 3 8

Given the increasingly tense geopolitical situation, the risk of espionage in Switzerland has increased.
At the same time, FIS staff have become increasingly frustrated by the ongoing transformation
process. The OA-IA believes that these concurrent factors pose a significant risk to intelligence
operations. For example, foreign intelligence services could exploit employee frustration to obtain
classified information or influence Switzerland’s security agencies. The OA-IA has issued several
recommendations in the past to strengthen FIS security. These recommendations were taken into
account in this audit, which focused on clarifying the legal framework for preventing insider espionage
and assessing the adequacy of existing guidelines. At the time of the audit, the DDPS was in the
process of updating its security regulations, particularly with regard to information security. As a DDPS
agency, the FIS will soon have to apply these updated regulations and adapt its own guidelines if
necessary. Until then, the OA-IA takes the view that internal FIS guidelines and the measures already
implemented are in line with existing legislation. Having identified some gaps, the FIS is waiting for the
Intelligence Service Act to be amended before developing certain measures as part of its security
strategy. The OA-IA views this approach positively.

Addressing cases involving suspected espionage is often complex, as it involves a combination of
individual behavioural aspects and security-related issues. In order to fully understand a case,
coordination among different actors is required. The OA-IA found that, while there is now provision for
communication between the various FIS services (security personnel, HR staff, direct supervisors,
senior management), the FIS could be more vigilant when dealing with specific cases. For
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example, the FIS finds it difficult to follow a strict line, even when there are warning signs regarding
certain employees. The OA-IA therefore made a recommendation in this respect.

During the recruitment process, the FIS and the Personnel Security Screening Division at the State
Secretariat for Security Policy (SEPOS) conduct a thorough vetting process. As part of the audit, the
OA-IA reviewed the results of the internal DDPS review of personnel screening and concluded that the
FIS could further improve its current procedures. The OA-IA therefore made an appropriate
recommendation.

During, or on termination of a person’s employment, only a few specific measures are taken to reduce
the risk of espionage. Although significant efforts have already been made regarding security, the OA-
IA expects the FIS to continue to identify gaps and strengthen its internal training and awareness
programme. The OA-IA issued a recommendation concerning specific security risks.

The OA-IA analysed several security-related incidents at the FIS between 2023 and 2025, as well as
the FIS’s handling of a case involving a DDPS employee abroad whose conduct could be construed as
espionage. It did not identify any cases of espionage involving FIS employees. As regards the repeated
leaking of information to the press before and during the audit, which, given the current geopolitical
situation could be exploited to destabilise the institutions concerned, the OA-IA welcomes the fact that
the FIS has referred such cases to the law enforcement authorities.

25-5 Translation services at the FIS

Sending the final

Recommendations Interviews
report

Mandate Consultation

29.07.2025 18

The OA-IA is examining whether translation services are being used appropriately and effectively,
whether information security is being ensured as part of the process and whether the FIS has
implemented effective control and quality assurance measures.

5.2.3 Cooperation

The OA-IA examines cooperation between the intelligence services and national and international
authorities. It also examines cooperation between the federal intelligence services and the cantonal
intelligence services (CIS).

In 2025, the OA-IA carried out the following audits:

24-4 Cooperation between the FIS and the State Secretariat for Migration (SEM)

Mandate Consultation Sendlrr(;%g;te final Recommendations Interviews
17.05.2024 18.12.2024 23.01.2025 1 15

In this audit, the OA-IA examined the cooperation between the FIS and SEM. Each service has its own
tasks and legal powers with regard to Switzerland’s internal and external security. The tasks of the FIS
are set out in the Federal Act on the Intelligence Service. The SEM is responsible for a wide range of
migration topics, such as foreign nationals’ entry into and residence in Switzerland, asylum,
naturalisation and visas. Almost all of these areas are governed by laws and ordinances. The
competences of the two federal bodies may overlap, for example, if a person who is subject to
immigration law is simultaneously a person of interest to the FIS, or vice versa. This might be the case
if a person suspected of espionage (which falls within the remit of the FIS) applies for naturalisation
(which falls within the remit of the SEM). As a result, the FIS and SEM cooperate in a number of areas,
particularly on immigration and asylum law, as well as on visas and naturalisation.

The OA-IA examined whether the two services were coordinating their tasks sufficiently and whether
any diverging or incompatible interests were preventing them from carrying out their respective tasks
effectively and in an expedient manner. It also examined the legality, effectiveness and expediency of
the cooperation between the two services and the risks involved in sharing data.
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The two services do not have a common strategy as such. Their cooperation is mainly based on a
confidential list of points laid down by the Federal Council. The list indicates which incidents SEM must
report to the FIS and the information it must provide. Both authorities consider this list to be sufficient, a
view shared by the OA-IA. The OA-IA made a recommendation on some strategic aspects of
cooperation between the FIS and SEM and on the ongoing transformation process at the FIS.

From an operational point of view, the OA-IA found that the two services work together in accordance
with the law. In recent years, they have developed a mutual understanding of each other’s capabilities
and limitations, in particular those provided for by law, and both services are familiar with the legal
framework. The OA-IA noted that the FIS uses its margin of appreciation wisely. Its work involves
looking for the proverbial needle in a haystack: fortunately, by its own admission there is more hay than
there are needles. The FIS and SEM consider that cooperation works to the full satisfaction of both
parties and that there is no divergence of interests. In their view, the information they exchange is
useful and helps them to fulfil their mandate. Moreover, cooperation between them is adequate and
efficient. The services share information for the purpose of improving technical aspects. The OA-IA
noted that the relevant FIS unit had managed to stay on course despite the ongoing transformation
process.

The OA-IA carried out three random data checks. The first focused on 40 cases registered in the FIS
GEVER system in 2024. The OA-IA found that although there were some minor shortcomings in the
documentation, which were corrected during the audit, the files had been processed in accordance with
the law. The second check involved examining 133 FIS data consultation logs in the central migration
database ZEMIS. The logs were found to comply with the law. Finally, the third check focused on the
retention periods for Advance Passenger Information (API) data. The retention periods were also found
to comply with the law.

25-6 Cooperation between the FIS and the CIS

Mandate Consultation Sendipe%(t)r;te final Recommendations Interviews
15.05.2025 01.10.2025 04.12.2025 0 8

The FIS and cantonal intelligence services (CIS) play an important role in safeguarding Switzerland’s
interests and the country’s internal and external security, while respecting the fundamental rights of
citizens. Their task is to obtain, process and evaluate information from open and non-open sources and
forward this intelligence in an appropriate form to federal and cantonal decision-makers.

Between 2024 and 2025, the OA-IA conducted inspections of all the CIS and cantonal supervisory
bodies to review cooperation between the FIS and the CIS. This audit subsequently focused on how
the FIS fulfils its legal obligations towards the CIS. These obligations relate particularly to checking
data storage by CIS, as well as providing technical resources and training staff.

Shortcomings, such as a lack of cooperation, poor communication, unrealistic expectations or an
inappropriate division of tasks, can hinder or prevent the effective implementation of the Intelligence
Service Act, thereby endangering internal and external security. The OA-IA therefore examined
whether such risks exist.

The OA-IA found that the FIS had implemented an ongoing and extensive range of measures
and arrangements to improve cooperation with the cantons, particularly with regard to
communication, training and operational activities.

Communication

The FIS communicates with the CIS using a variety of formats. Some of these are new, some have
been revived and some are extensions of existing ones. The FIS is evaluating all of these formats to
ensure that there is no excessive duplication. The FIS and nine CIS also meet in a joint committee to
review various operational cases and discuss solutions, illustrating that their cooperation is shifting
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from a bilateral to a multilateral approach. In addition, the FIS issued two fundamental circulars to the
cantons in 2025 on the interpretation of the legal framework applicable to specific issues.

During its inspection visits to the CIS, the OA-IA noted several comments concerning a lack of
information. However, this information was posted on the CIS’ intranet and was therefore available to
the cantons. This led the OA-IA to conclude that some CIS are not regularly checking their intranet.

Training

Since 2025, the CIS have been participating in the FIS’s basic training programme for new employees.
This promotes mutual understanding of knowledge and terminology, as well as networking. The basic
training courses address the CIS’ specific needs, including the simultaneous translation of training
modules and the translation of documents.

Operational cooperation

Although the FIS has the legal authority to order the CIS to cooperate at operational level, it prefers a
collaborative approach. The FIS and the CIS must still jointly assess the opportunities and risks
associated with this approach. The FIS must introduce measures to address shortcomings in recent
operational cooperation. The OA-IA refrained from making a recommendation, as the FIS is already
aware of the shortcomings and is working to resolve them.

Quality assurance

As in previous audits (18-10 and 21-5), the OA-IA reviewed the FIS’s quality assurance controls, which
are carried out by three divisions of the FIS according to a proven methodology. The CIS undergo an
inspection every six to seven years. For this reason, the annual inspections by the cantonal
supervisory authorities are important.

The OA-IA did not make any recommendations in this regard.

5.24 Information-gathering

Information-gathering is a core task of the intelligence services. Various means can be used for this
purpose. The OA-IA pays special attention to those that most deeply encroach on the privacy of the
people affected. Every year, the OA-IA examines operations (OP) and intelligence-gathering through
human sources (HUMINT) due to the risks associated with these activities. In 2025, the OA-IA carried
the following audits in this area:

23-13 Use of undercover virtual agents (VirtA) at the FIS

Mandate Consultation Sendlrr;%(t)r;te final Recommendations Interviews
14.05.2024 21.11.2024 08.01.2025 4 10

According to the FIS, the global threat landscape has evolved in recent years, with communication
between individuals and groups, particularly in the areas of terrorism and violent extremism, shifting
away from publicly accessible platforms. In order to be able to continue obtaining intelligence, the FIS
has had to intensify and adapt its internet monitoring activities, for example by deploying undercover
virtual agents (VirtA).

The legal framework for the deployment of VirtA must be clear, as such methods can violate
fundamental rights (the right to personal freedom or the right to privacy, including within
telecommunications). Moreover, certain information gathered by VirtA could be classified as an
investigative measure requiring authorisation, depending on its subject matter. For this reason, the OA-
IA examined whether the legal framework for the deployment of undercover VirtA is clear and
understood by the FIS employees involved.
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Articles 17 (Cover story) and 18 (Alias identity) of the Federal Act on the Intelligence Service (IntelSA)
provide the FIS with the legal basis for deploying VirtA. The OA-IA therefore takes the view that their
deployment is lawful. However, the FIS has not yet clearly defined what these agents are permitted to
do.

Various audits by the OA-IA have shown that since the incidents involving unlawful information-
gathering by the Cyber Division (see report 22-18), the FIS has become more aware of the risks and is
trying to avoid making the same errors when deploying VirtA. Although this audit identified some
unresolved questions regarding the regulations and guidelines for their deployment, there is no
evidence that the FIS has deployed virtual agents unlawfully. Some of the unresolved questions
have been around for several years, and the FIS has long been unclear as to how deployment should
occur. Fundamental legal questions need to be clarified internally in order to definitively understand
what falls within the scope of permissible intelligence-gathering in cyberspace. To this end, specific
questions need to be addressed by the FIS legal department. The OA-IA therefore recommends that
the FIS strengthen its expertise in this area of intelligence, which will become increasingly relevant in
the future.

If the FIS does not deploy its own VirtA, it will remain dependent on its foreign counterparts. This
carries the risk that the FIS may fail to notice, or fail to notice in time, red flags in virtual space
indicating an imminent threat. For this reason, the OA-IA examined whether the building of FIS’ own
VirtA unit was appropriate.

Our examination showed that the FIS first began to consider the deployment of VirtAs for operational
information-gathering in cyberspace in 2016. From 2019 onwards, efforts became more concrete and,
in 2021, the FIS finally decided to create its own VirtA unit based on a decision by the management
board. However, responsibility for implementing this decision changed several times, and the efforts of
the FIS to create a VirtA unit were inefficient and inappropriate. With each transfer of responsibility to a
new person or organisational unit, the same fundamental questions were discussed once again and
described in different concepts. The repeated transfer of responsibility has thus not been conducive to
establishing a VirtA unit promptly and efficiently.

The OA-IA found the exchange of experience between the FIS and its foreign counterparts to be useful
and beneficial. The positive experiences of its partner services were included in its conceptual
considerations, and the final organisational structure of the unit is largely based on that of the partner
services consulted. The planned cooperation with the partner services in the area of training should
ensure that the FIS’ VirtA unit benefits from their foreign colleagues’ many years of operational
experience. The OA-IA considers the FIS’s intention to reduce its dependency on partner services by
developing its own training in the future to be appropriate.

The OA-IA also examined whether the FIS has the technical and organisational framework to deploy
VirtAs effectively and to correctly assess from the outset the chances of obtaining intelligence
successfully. Our audit showed that the FIS does not yet have specific criteria for measuring the
effectiveness of VirtA operations. It was clear from our discussions with FIS employees that the
threshold for deploying VirtAs are high: an isolated tip-off from a partner service, for example, is not
enough. Instead, the FIS must have its own reliable information from monitoring the internet in order to
have any chance of obtaining authorisation. The OA-IA recommended that the FIS redouble its efforts
to define the criteria for measuring the effectiveness of VirtA operations.

24-5 FIS operations, operational clarifications and intelligence-gathering measures requiring
authorisation

Mandate Consultation Send|rr(13g:)(t)r;te final Recommendations Interviews
25.07.2024 29.01.2025 26.02.2025 3 10

The planning and execution of intelligence operations and operational clarifications are more complex
than day-to-day tasks. Moreover, according to internal FIS regulations, information-gathering activities
requiring authorisation — which always involve a risk to fundamental rights due to the invasion of
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privacy of the target — may only be carried out as part of an operation. For this reason, the OA-IA
regularly reviews the legality, effectiveness and expediency of such activities.

In this audit, the OA-IA examined the impact of the FIS transformation process on operations and
operational clarifications. The work carried out in connection with this transformation had not yet been
completed at the time of the audit. Under the transformation, established FIS processes have been
replaced by new ones, and these changes have had a fundamental impact on operations, operational
clarifications and information-gathering activities requiring authorisation. While these changes can
create new risks, they can also give rise to new opportunities.

In its audit, the OA-IA identified areas for improvement with regard to establishing procedures for
information-gathering and ensuring that documentation requirements are met. It therefore made
recommendations.

In addition, the OA-IA examined three operations in detail and formally reviewed all the information-
gathering activities requiring authorisation that had been requested in the context of these operations.
The OA-IA found the operations, which had been selected randomly for auditing, to be legal, effective
and expedient. The OA-IA also examined whether four authorised and approved information-gathering
activities (carried out in two operations) had been conducted in accordance with the relevant rulings of
the Federal Administrative Court. It found no areas for improvement and therefore made no
recommendations.

24-6 Human intelligence at the FIS

Mandate Consultation Sendlrr;%g;te final Recommendations Interviews
29.10.2024 10.06.2024 03.07.2025 1 3

Human intelligence (HUMINT) is one of the FIS’s most sensitive areas of activity. A high level of
security and protection is required for personnel, including the use of aliases and/or cover stories to
conceal their connection with the FIS. Other measures include providing cover stories about
workplaces and making covert payments to sources, as well as protecting these sources. The risks in
the field of HUMINT are diverse and constantly changing, which is why regular audits by the OA-IA are
necessary.

The aim of audit 24-6 was to provide a follow-up to audit 23-12 (Cooperation between the FIS and
private actors) as well as to other ongoing HUMINT projects. The OA-IA’s findings were generally
positive, with the projects examined progressing in the right direction. A recommendation was issued
concerning risk analysis. It appears that the area of HUMINT has now achieved the right balance
between its numerous projects, its limited resources and maintaining its core business of source
management.

The OA-IA also examined source management files as well as the infrastructure put in place to protect
sources. No irregularities were found during the audit.

25-7 FIS operations, operational clarifications and intelligence-gathering measures requiring
authorisation

Mandate Consultation Sendlrr;%g:te final Recommendations Interviews
14.05.2025 24.09.2025 30.10.2025 2 6

The planning and execution of intelligence operations and operational inquiries are more complex than
day-to-day tasks. It is therefore appropriate to review the legality, expediency and effectiveness of
these activities at regular intervals.

Moreover, according to internal FIS regulations, information-gathering activities requiring authorisation
— which always pose a risk to fundamental rights due to the encroachment on the privacy of the
target — may only be carried out as part of an operation. For this reason, the OA-IA considered
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these points to constitute sufficient grounds for reviewing the risks associated with intelligence
operations, operational clarifications and information-gathering measures requiring FIS authorisation.

As a result of the FIS transformation process, the organisational structure of operations and operational
clarifications was redefined. The new organisational structure has been in place since March 2024.
Established processes have been replaced by new ones, and these changes have had a fundamental
impact on operations, operational clarifications and information-gathering activities requiring
authorisation. While these changes can create new risks, they can also give rise to new opportunities.
The work carried out in connection with this transformation had not yet been completed at the time of
this audit.

In 2025, the OA-IA audited two counter-terrorism operations. It found the operations, which were
selected at random, to be legal, effective and expedient. The OA-IA issued a recommendation on
ensuring the operational readiness of technical material.

With regard to formal compliance with documentation requirements, it examined in detail all operational
clarifications launched in 2024 as well as a sample of those conducted in the areas of counter-
proliferation, counter-terrorism and combatting violent extremism. The OA-IA found that the most
important documentation requirements had been met. Nonetheless, to facilitate statistical analysis and
thus improve the management of operational clarifications, the OA-IA made a recommendation
regarding compliance with the other documentation requirements already established internally by the
FIS.

The OA-IA audited 11 authorised and approved information-gathering measures (carried out in two
operations) to determine whether they had been implemented in accordance with the relevant rulings
of the Federal Administrative Court. Based on the sampling, the OA-IA concluded that they had
been.

25-8 Human intelligence in the FIS

Sending the final

Recommendations Interviews
report

Mandate Consultation

26.08.2025 18.12.2025 5

The OA-IA is currently reviewing a number of cases to determine whether sources are being managed
lawfully, expediently and effectively.

25-9 Cyber intelligence in the MIS

Sending the final

Recommendations Interviews
report

Mandate Consultation

03.12.2025 1

The OA-IA is currently examining whether the MIS is using lawful, appropriate and effective means for
cyber intelligence.
5.2.5 Resources

In the area of resources, the OA-IA examines whether the intelligence services are using their
resources wisely and whether intelligence activities are being carried out effectively. In 2025, the OA-IA
carried out the following resource audits.

24-7 Information and communication technology (ICT) inventory at the FIS

Mandate Consultation Sendisa%(t)r;te final Recommendations Interviews
22.10.2024 19.03.2025 10.04.2025 1 5

In the field of information and communication technology (ICT), organisations must have an overview
of their hardware for various reasons. Not only does it help manage hardware components over the
course of their respective lifecycles, but it also prevents unauthorised individuals within the
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organisation from procuring and using hardware unlawfully for intelligence purposes. This last point, in
particular, poses a risk to the reputation of the FIS as well as a risk of unlawful data processing due to
a lack of control mechanisms.

The OA-IA therefore examined whether the FIS had an inventory of the hardware used for intelligence
and, if so, whether it was being managed effectively and efficiently in order to prevent unlawful
procurement and use.

The OA-IA audit found that the FIS had well-established procurement and inventory processes. In
addition, these two processes were supported by robust software solutions. Although they are not
automatically linked and switching between them requires manual intervention, random checks
revealed no significant discrepancies between these two processes.

Similarly, the OA-IA found that the inventory process was effective and appropriate for managing other
functionalities, such as the lifecycle of an ICT object or determining the location of an ICT component
at the FIS, based on its location data.

The OA-IA concluded that integrating the inventory process more closely into the procurement and IT
support processes could improve it. However, random checks, interviews with relevant personnel and
the strict approval processes did not indicate that the FIS was at high risk due to ineffective or
inappropriate inventory management.

Therefore, the OA-IA made only one recommendation: to revise an internal directive that no longer
reflects the current organisational structure in order to prevent incorrect or incomplete entries in the

inventory process.

25-10 Armed personnel at the FIS

Mandate Consultation Sendipe%(t)r;te final Recommendations Interviews
27.06.2025 30.09.2025 30.10.2025 0 7

The FIS’s policy on armed personnel is based on the Intelligence Service Act. Under the Act, service
weapons may only be issued to FIS employees if they are exposed to special danger in the course of
their duties. In this audit, the OA-IA examined how the FIS handles the issue, return and storage of
service weapons and whether the arrangements comply with the law. It also examined whether
equipment and training meet employees’ practical security needs. To this end, it conducted a number
of interviews and carried out inspections at various sites.

A new FIS directive recently came into effect that provides clarity in this area. It tightens up the
requirements applicable to the issue of service weapons and improves the return procedure. While the
OA-IA concluded that further improvements could be made in relation to equipment, it did not issue any
recommendations. Instead, it encouraged the FIS to continue its ongoing efforts.

5.2.6 Data processing and archiving

In the area of data processing and archiving, the OA-IA verifies the legality of information processing.
This is because the information processed by intelligence services is highly sensitive and the legal
requirements are both extensive and complex. In 2025, the OA-IA conducted the following audits in this
area.

22-18 Information-gathering by the FIS Cyber Division

Mandate Consultation Sendisa%(t)r;te final Recommendations Interviews
07.06.2024 18.11.2024 20.02.2025 4 17

Background and procedure
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From 2015 to 2020, while dealing with potential cyberattacks, the FIS gathered information that is
subject to the provisions on the confidentiality of telecommunications. These information-gathering
activities require authorisation by the Federal Administrative Court.

In April 2021, the then FIS director informed the OA-IA by telephone of possible irregularities in the
Cyber Division’s information-gathering activities, stating that the FIS had launched an internal
investigation into the matter. The OA-IA closely followed the investigation, receiving regular updates
from the FIS on its progress and further background information.

Following this internal investigation, the DDPS launched an administrative inquiry in 2022, which was
carried out by the former Federal Supreme Court judge, Niklaus Oberholzer. For this reason, the OA-IA
decided at the time not to conduct its own investigation.

Once the DDPS administrative inquiry had been completed, the OA-IA deemed the incidents relating to
the Cyber Division’s information-gathering activities to have been largely clarified.

However, it felt that some issues remained unresolved, even after both inquiries had been completed.
These issues included contact with private companies and the information shared with them.

Consequently, the OA-IA began an audit in June 2022 to address the outstanding questions regarding
the Cyber Division’s information-gathering activities between 2015 and 2020. It also examined whether
the measures initiated by the FIS, for example the adaptation of the division’s processes and structure,
were appropriate and sufficient to ensure the lawful and expedient collection of information in the
future.

To this end, the OA-IA analysed a large set of data that had not formed part of the FIS’s internal
investigation or the DDPS administrative inquiry. Although this data had been forensically secured by
the FIS during its internal investigation in 2021, it had decided against analysing it, primarily due to
employment law considerations. However, the OA-IA considered an analysis of the data to be justified
as part of its supervisory role.

The audit addressed issues relating to cyber incidents occurring up to 2021, along with the
organisational measures implemented in the same area up to March 2023. The OA-IA conducted
interviews with the relevant staff members and managers up to December 2022 and gathered specific
information on individual issues until the spring of 2024. The FIS was then given the opportunity to
comment on the audit findings between December 2024 and January 2025.

Results of the audit

The OA-IA’s audit addressed the following questions:

1. Were the facts that were relevant to the assessment of the incidents in the Cyber Division
fully recorded?

2. How will the FIS ensure that the analysis of data traffic from providers is lawful in the
future?
3. Are the organisational measures and controls implemented by the FIS adequate and will

they be effective in preventing such incidents in the future?

1. Were the facts that were relevant to the assessment of the incidents in the Cyber
Division fully recorded?
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Both the internal investigation and the administrative inquiry concluded that the data processed by the
Cyber Division in the course of its analysis of cyber incidents was almost exclusively of a technical
nature and did not contain any personal data. The Cyber Division had no need to search for personal
data, as it was only interested in technical indicators and procedures that were completely independent
of individual persons. The data obtained and analysed from suspected cyberattacks could therefore not
be linked to any specific person.

However, the OA-IA’s analysis of the forensically secured data also found matches indicating that
personal data had been processed and potentially shared with external partners. For example, the
dataset included Internet Protocol (IP) addresses, which are legally classified as personal data.
According to the Federal Act of 25 September 2020 on Data Protection (Data Protection Act, DPA),
personal data means any information relating to an identified or identifiable natural person. As early as
the 1988 dispatch on the DPA, the Federal Council stated: ‘If the effort required to identify the data
subject is so great that, according to general experience, no interested party can be expected to
undertake this task, then the data subject is deemed not to be identifiable’. Under Articles 37 and 38 of
the Ordinance of 15 November 2017 on the Surveillance of Post and Telecommunications (SPTO), the
FIS is authorised to obtain information on the identification of users of uniquely and non-uniquely
assigned IP addresses in Switzerland. The effort required to identify data subjects using an IP address
in Switzerland is therefore not too great for the FIS, at least for some of the IP addresses processed. In
the OA-IA’s opinion, IP addresses should therefore be considered as personal data in the working
environment of the FIS.

During the audit, the OA-IA identified a few instances in which information may potentially have been
disclosed to external parties. However, despite analysing the data, it was not possible to clarify this
issue thoroughly or conclusively. The OA-IA therefore made a recommendation to examine the risks of
cooperation with external parties in cyber-related matters.

2, How will the FIS ensure that the analysis of data traffic from providers is lawful in
the future?

Based on the findings of the internal investigation, the FIS took various immediate measures on 20
May 2022. In addition to these immediate measures, it revised its directives of 1 October 2021 on
cyber intelligence activities while the investigation was still ongoing, putting them into effect on 23 May
2022. However, contrary to the provisions of the revised directive, the FIS has still not shut down the
cyber network data repository, where data from the suspected cyberattacks was stored and processed.
According to the FIS, the cyber unit that is responsible for the technical analysis of data would be
unable to carry out its work without this infrastructure, severely limiting the operations of the Cyber
Division. It stated that it still intended to shut down the system, but a new technical solution would first
have to be found. The OA-IA issued the FIS with a written warning on 15 December 2022 for failing to
implement the intended measures. It also stipulated that the system used to process cyber data was
only an interim solution and would have to be replaced by a definite solution. The OA-IA recommended
that the FIS address the issue urgently.

The audit showed that not all the immediate measures adopted and communicated externally by the
FIS had been fully implemented. The lack of close supervision of the Cyber Division, which was
criticised in both the internal investigation and the administrative inquiry, was not addressed until 2024,
when appropriate management tools were put in place.

In addition, no new controls had been introduced and there is still no control mechanism independent
of the Cyber Division. The OA-IA also made a recommendation in this respect.

The OA-IA noted that FIS employees are not subject to any specific regulations governing their rights
and obligations in relation to the use of work devices. In particular, it recommended that the FIS
distinguish clearly between the use of work devices for business and personal matters, and inform
employees that devices may be seized and inspected by the FIS in cases involving suspected misuse.
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3. Are the organisational measures and controls implemented by the FIS adequate and
will they be effective in preventing such incidents in the future?

The audit did not include a review of information-gathering activities requiring authorisation, nor did it
indicate that information was still being obtained unlawfully from information providers.

The FIS did not always follow the self-imposed measures, such as the timely implementation of the
points listed in the random sampling report by the FIS’s quality assurance unit.

Given the extent of the unlawful gathering of information by the Cyber Division, which was only
recognised and addressed after a number of years, it was surprising that the FIS did not implement any
new controls, but relied solely on new processes. While new processes were undoubtedly necessary,
sufficient attention should have been paid to monitoring compliance with them. The audit indicated that
the Cyber Division leadership had not identified any potential shortcomings in the challenging
intelligence environment promptly, which was still the case when the audit was concluded in February
2024. Meanwhile, the FIS was undergoing a transformation and was able to plausibly demonstrate in
January 2025 that there had been an improvement in the management of the Cyber Division. The OA-
IA therefore decided not to issue a recommendation in this regard.

24-9 Spot check of the IASA-ICC application

Mandate Consultation Sendlrr;%g:te final Recommendations Interviews
09.12.2024 13.05.2025 07.07.2025 4 7

The FIS uses the Information and Analysis System All-Source Integral Control Centre (IASA-ICC)
application to analyse and evaluate original documents from the IASA-GEX FIS and IASA FIS
information systems. The application enables data to be replicated in the INDEX FIS system, to which
authorised security partners (e.g. cantonal enforcement authorities) have access. The data recorded in
IASA-ICC constitutes the structured knowledge of the FIS. The application is based on a raw data
directory, where incoming reports are stored as original documents in accordance with the retention
periods defined in the IntelSA.

In the course of other audits, the OA-IA identified a recording backlog in IASA-ICC, particularly with
regard to reports from the cantonal enforcement authorities, which need to be entered into the system.
As a result of this backlog, information that is relevant to Switzerland’s internal and external security
may be transmitted to FIS security partners after a delay, posing a security risk.

In late 2024, the FIS established a task force to address the issue of delayed data entry logging and to
optimise processes to prevent future delays. The OA-IA has taken this work into account in its audit
and has noted initial improvements.

As part of the audit, the OA-IA conducted three random checks to verify whether the data processing in
the IASA-ICC system complied with the legal requirements. Two of these random checks revealed no
irregularities. However, one check revealed that the FIS was not complying with all of the data
processing restrictions relating to the exercise of political rights, particularly with regard to coronavirus-
related extremism. The OA-IA therefore recommended that the FIS make the necessary changes
immediately and carry out further checks in connection with single-issue extremism to ensure the
protection of fundamental rights.

The current amended version of the Intelligence Service Act involves changing the FIS’ approach to
data processing by moving away from an information-system approach towards a data type-oriented
approach (intelligence data or administrative data). At the same time, the FIS is carrying out various
projects to update its IT infrastructure. As part of this complex project, the IASA-ICC application will
either be updated or withdrawn.

The OA-IA also found that the outdated IASA-ICC application was preventing the FIS from making the
best use of structured data, as the application does not allow for situation monitoring and data input
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is very time-consuming. The OA-IA therefore recommended that the FIS define its needs in order to
address the ongoing legislative amendments and changes to IT infrastructure, bearing in mind its duty
to monitor and assess threat situations. These should enable the FIS to clarify as soon as possible
whether the IASA-ICC application should be withdrawn or replaced by an alternative that is beneficial
to the fulfilment of its mandate.

24-10 FIS searches in third-party information systems

Mandate Consultation Sendllg%ér:te final Recommendations Interviews
10.06.2024 31.01.2025 05.03.2025 3 5

To fulfil its tasks, the FIS depends on access to third-party information systems. These systems are the
applications and databases of external operators in Switzerland and abroad, which FIS staff can
access to gather information.

In principle, the third party operating the system determines who is authorised to access it as well as
the level of authorisation, based on the legal provisions applicable to the respective system and the
information provided by the requesting party. Although the third party ultimately decides on access
authorisation, the FIS is responsible for submitting requests for access to these external systems on
the basis of justified need. The FIS is also responsible for promptly deleting obsolete requests. To this
end, it requires adequate access management. Without this, staff may have access to sensitive data to
which they are not legally entitled or lack access to data that would be useful for fulfilling their tasks
effectively.

The OA-IA audit revealed that the FIS lacks a comprehensive and up-to-date overview of staff access
rights to third-party information systems, and that specific processes and systematic internal controls
are absent. In addition, the OA-IA considers the automated search interface of two of the audited third-
party systems to be unacceptable. While the FIS is not responsible for the interfaces or the information
systems, it does bear joint responsibility for searches in these systems. The OA-IA therefore instructed
the FIS to find a legally compliant solution so that it always acts in accordance with the legislative
framework, failing which the access rights in question must be revoked. Access rights management for
third-party systems must also be improved in a number of other areas.

In addition, the OA-IA performed random checks of various third-party information systems to verify
whether FIS staff are conducting lawful and expedient searches. A lack of — or unclear — guidelines on
the use of the databases, as well as a lack of knowledge about how to carry out database searches
increases the risk that staff could use the databases in excess of their lawful authorisation or misuse
them for personal reasons. This could lead to violations of fundamental rights or damage of the
reputation of the FIS. For this reason, the OA-IA randomly checked various third-party information
systems used by randomly chosen FIS staff members.

The audit did not identify any evidence of unlawful or inappropriate database searches by FIS staff in
the third-party information systems audited.

25-11 Triage and storage of cable intelligence data by the CEA

Mandate Consultation Sendlrr;%(t)r;te final Recommendations Interviews
18.12.2024 03.07.2025 28.07.2025 1 6

Alongside radio intelligence, cable intelligence is now one of the most efficient technical sensors in
signal intelligence (SIGINT). However, it involves collecting and storing large amounts of data. This

creates a risk of storing data that is irrelevant for the task at hand or without any legal basis for storage.

The Cyber and Electromagnetic Activities Service (CEA), which carries out cable intelligence on behalf
of the FIS, must therefore take appropriate steps to address this risk.
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To determine whether measures have been in place to reduce this risk, the OA-IA decided in its 2025
audit plan to examine the effectiveness, expediency and legality of data triage and storage by the CEA.

The audit found that the CEA had taken a series of measures to address the risk, from the collection of
signals to final data storage. At each step, it applies exclusion criteria (blacklists) or positive filters
(whitelists) when triaging the data. This continually reduces the volume of raw data at each stage of the
process, so that only legally permissible data remains for analysis. The OA-IA concluded that the
manner in which the CEA filters the data is effective and expedient. Furthermore, the OA-IA found
no evidence that the CEA was systematically collecting data via cable intelligence that is unlawful or
not relevant to the work of the FIS.

However, the data collected and processed by the CEA is subject not only to the Intelligence Service
Act, but also to the new 2023 Data Protection Act. While the CEA applies the principles of data
protection, the OA-IA has recommended examining whether additional measures are required due to
updated data protection regulations.

5.3 Acceptance

The OA-IA’s auditors were received by the audited units in a constructive and professional manner.
They were given direct access to the documents and information systems needed to carry out their
audit tasks. The auditors also had no difficulty in contacting interviewees whenever they needed to do
so, and additional questions were answered as quickly as possible.

5.4 Implementation of the recommendations

Within the legal framework, the OA-IA can issue recommendations to the head of the DDPS based on
the findings of its audits. The DDPS is then responsible for implementing these recommendations. If
the DDPS rejects a recommendation, the matter is referred to the Federal Council for a decision — a
situation that has not yet arisen.

The OA-IA has no legal mandate to monitor the implementation of its recommendations. However,
oversight is only effective and credible if the recommendations are implemented and their
implementation is monitored. The OA-IA carries out this aspect of its oversight activities in
consultation with the audited entities and the DDPS.

The figure below shows the number of recommendations made for each reporting year as a proportion
of the number of audits carried out.

The OA-IA takes a targeted and results-oriented approach to issuing substantive recommendations.
The number of recommendations is not an indication of any improvement or deterioration.

2022 2023 2024 2025
Number of audits 16 11 11 16
Number of 13 10 14 28
recommendations
@ Recommendation/Audit 0.8 0.9 1.3 1.8
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6 News from the OA-IA office

In this chapter, the OA-IA reports on internal matters.

6.1 Personnel

In 2025, the OA-IA had ten staff members. One person left and was replaced by a new member of
staff.

6.2 Training and professional development

Throughout 2025, OA-IA staff participated in various continuing professional development courses,
focusing in particular on risk management and artificial intelligence. Some staff members also attended
specific modules of the FIS’ introductory training programme to learn about the latest intelligence
developments.

6.3 Access to official documents and information

The OA-IA works on behalf of the public as part of the decentralised Federal Administration. The public
has the right to know what the authorities are doing and how they are fulfilling their mandate. This gives
rise to the public’s right of access to information and to the authorities’ obligation to provide it.

During the reporting period, the OA-IA received five requests for access to official documents or
information. In three cases, there were no official documents to which access could be granted. In one
case partial access was granted. A further case, also involving partial access, was still pending at the
end of the year. No requests were refused.

7 Coordination

The OA-IA maintains contact with various partners in Switzerland and abroad.

71 National contacts

In accordance with the Intelligence Service Act, the OA-IA coordinates its activities with the
parliamentary oversight bodies and other federal and cantonal oversight authorities. It also engages in
dialogue with individuals from the intelligence community and responds to enquiries from members of
the public.

Control Delegation (CDel)

In February 2025, the CDel paid an official visit to the OA-IA. During this visit, the OA-IA provided a
comprehensive overview of its operational procedures, including the audit cycle and the tools used,
and presented two audit reports. The presentation was followed by a valuable discussion on various
topics.

The OA-IA submits all its audit reports to the CDel, which decides whether to invite the OA-IA for an
additional presentation and discussion of the findings after reviewing the reports. Last year, the OA-IA
was invited to present audit reports 22-18 and 24-10 in May, and reports 24-6 and 25-3 in November
(these audits are summarised in this annual report).

Federal Administrative Court (FAC)

During the reporting year, representatives of the Federal Administrative Court (FAC) and the OA-IA
met on two occasions. The meetings focused on the FAC’s practice in relation to information-gathering
activities requiring authorisation and requests concerning cable intelligence. The OA-IA also presented
its 2025 audit plan and provided information on current audits. The FAC informed the OA-IA that it had
not identified any irregularities in relation to information-gathering activities requiring authorisation, and
that requests concerning cable intelligence had been processed within the required timeframe.
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Consequently, the discussions mainly concerned operations carried out by the FIS. This enabled the
FAC and the OA-IA to cross-check their information. This ensures that information-gathering measures
requiring authorisation are comprehensively monitored from the moment they are evaluated prior to
approval, until they are assessed upon completion.

Swiss Federal Audit Office (SFAO)

In accordance with the Federal Audit Office Act, the Swiss Federal Audit Office (SFAO) reviews the
entire financial budget at every stage of the planning process and carries out random checks before
any financial commitments are made. In particular, it examines the management of guarantee credits
and internal control systems. Federal administrative units that carry out intelligence activities and are
therefore subject to oversight by the OA-IA are also subject to oversight by the SFAO. Close
coordination between the two supervisory authorities is therefore important.

Under the terms of the Ordinance on the Supervision of Intelligence Activities (OSIA), the OA-IA and
the SFAO may share information relating to their supervisory and audit activities, including their
findings, to the extent necessary for the performance of their respective tasks.

In 2025, the two independent supervisory authorities exchanged views on several occasions, both in
writing and verbally, regarding general audit planning (annual planning), as well as specific topics and
questions related to planned audits. As both authorities were planning audits regarding the CEA, it was
necessary to coordinate schedules. Consequently, the OA-IA will not conduct the previously
announced audit 25-4 until 2026. The head of the OA-IA has communicated with the relevant SFAO
project manager regarding this matter on four separate occasions.

Independent Control Authority for Radio and Cable Communications Intelligence (ICA)

The transfer of the ICA’s activities to the OA-IA, which was planned when the Intelligence Service Act
came into force in 2017, is finally set to be implemented with the upcoming amendment to the law. As
this will involve dismantling the ICA, knowledge will have to be transferred to the OA-IA in good time.
To this end, the ICA president and the head of the OA-IA agreed that an OA-IA representative would
attend the ICA’s regular audit meetings in 2025.

The ICA president and OA-IA head also discussed the ICA’s participation in the European Intelligence
Oversight Conference, which took place in 2025 in Switzerland, as well as the international contacts of
the oversight authorities and the upcoming revision of the Intelligence Service Act.

Federal Data Protection and Information Commissioner (FDPIC)

In autumn 2025, the OA-IA and the FDPIC held a coordination meeting. At the meeting, the OA-IA
briefed the FDPIC on the key findings reached in the audits completed by it, as well as those
concerning data processing that were ongoing or planned. The discussion also focused on
implementing the right of access to information under the Intelligence Service Act.

Cantonal supervisory bodies (KDAO)

In the summer of 2024, the OA-IA began its inspections of the cantons. These inspections continued
until the following summer. During this time, discussions were held with the heads and staff members
of the respective cantonal intelligence services and the relevant cantonal supervisory bodies. The OA-
IA documented the results of these discussions in a report. In audit 25-6, the OA-IA examined specific
aspects of cooperation between the CIS and the FIS.

The OA-IA noted that various organisational structures exist with regard to oversight of the CIS in the
cantons. For example, responsibility for this task may lie with a police commander, the head of the
department responsible for the respective CIS, a representative from another cantonal agency or an
independent body. The specific structure depends on the size of the CIS and its background.
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The cantons welcomed the visits and appreciated the opportunity to engage in open discussions. The
discussions were also valuable for the OA-IA, as they highlighted the wide range of situations,
conditions, concerns and approaches within the cantons.

Specifically, several discussions raised the need for dialogue among cantonal oversight bodies to
share experiences concerning supervisory issues and best practices. The OA-IA is therefore
planning a conference in 2026 to facilitate this dialogue. Cooperation between the OA-IA and the
individual cantonal oversight bodies might also involve, for example, joint audits, support in relation to
audit activities or specific sharing of information between the OA-IA and cantonal oversight bodies
during the planning and preparatory phase of an audit.

Other meetings

e Head of the DDPS

¢ Head of the DDPS General Secretariat
e DDPS Intelligence Advisor

e Head of DDPS Internal Revision

e FIS Director (former and new)

e Chief of the Armed Forces

e  Chief of Joint Operations Command

¢ Head of the MIS and AFPPS

e  Chief of Cyber Command

e Head of the CEA

e Director of the SFAO

e Head of SFAO Mandates

e fedpol Director

e President of the Conference of Cantonal Justice and Police Directors (CCJPD)

Enquiries from the public
In 2025, the OA-IA received 13 enquiries from the public.

7.2 International contacts

The OA-IA exchanges views with oversight authorities from other countries working in the same field,
sharing insights on oversight methods, processes and experiences. These exchanges are a constant
source of added value for its own oversight activities.

In 2025, the OA-IA participated in three overseas meetings and organised one meeting in Zurich.
European Intelligence Oversight Network (EION) meeting on 22 May 2025 in Brussels

The EION is a network established by the Stiftung Neue Verantwortung in 2018 and renamed
‘interface’ in 2020. It supports and improves the oversight of intelligence services in Europe by
providing a platform for sharing ideas between supervisory authorities and experts from other fields,
including academia. ‘interface’ addresses issues relating to IT security, data economy, digitalisation
and fundamental rights.

The EION workshop in Brussels was attended by representatives from the Council of Europe and
eleven countries.

The theme of the workshop was inspired by discussions held at a previous workshop in June 2022.
The workshop focused on the risks associated with national security agencies’ disproportionate use of
advertising-based intelligence (ADINT).

Its aim was to gather information on this topic from the delegations of the oversight authorities and
experts present so that ‘interface’ could draft and publish a report on the matter. The key question
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was whether oversight bodies have sufficient resources and tools with which to scrutinise the use of
commercially sourced data by the intelligence services.

In the paper presented, ‘interface’ proposed an analytical framework describing the various stages
involved in accessing and using ADINT data in detail, including a summary of the risks identified at
each stage.

The workshop placed particular emphasis on the legal frameworks applicable in the Netherlands, the
United States and the United Kingdom, since these countries have introduced new legislation to
regulate ADINT.

Intelligence Oversight Working Group (IOWG) Technical Meeting and Staff Meeting from 22 to
23 May 2025 in Copenhagen

Prior to the regular staff meeting, Denmark organised a technical meeting, which was primarily
attended by technical experts from the oversight authorities. This relatively new platform has proved its
worth and will continue to be used.

The technical meeting was followed by an IOWG staff meeting, which was attended by representatives
from Belgium, Denmark, the United Kingdom, the Netherlands, Norway, Sweden and Switzerland. The
National Security and Intelligence Review Agency (NSIRA) of Canada also participated as an observer.

In the run-up to the event, each country prepared a presentation based on a set structure covering
challenges, solutions and experiences, which it then delivered in the working groups.

The technical meeting focused on questions relating to Al, such as how it can be used or deployed in
audit procedures. Other contributions addressed topics such as big data, databases and hacking
operations. The OA-IA presented the topic ‘Access to third-party information systems’.

The staff meeting focused on audit methods, necessary skills and knowledge transfer. The OA-IA
described its experiences with staff turnover and its approach to recruiting and retaining essential
oversight skills.

The open exchange at both meetings proved valuable. The OA-IA gained an insight into the
working methods of other authorities, which it can apply to its own further development. It also
became clear that all countries are facing similar challenges, particularly with regard to rapid
geopolitical and technological change and the ongoing need to ensure that staff have the necessary
audit skills.

Intelligence Oversight Working Group (IOWG) Technical Meeting, Staff and Chair Meeting, from
4 to 5 November 2025 in Zurich

From 4 to 5 November 2025, the OA-IA hosted a series of meetings for members of the IOWG. At one
of these meetings, the heads of the various participating oversight authorities formally admitted the
Canadian oversight authority, which had held observer status since November 2023, as a member of
the working group. Participants outlined the oversight situation in their respective countries and
expressed particular interest in the potential impact of their audits on audited entities and how this
should be reported. The working group’s discussions at the staff and technical meetings focused on the
challenges in accessing information from audited entities and the need for enhanced cooperation.
Participants also had the opportunity to share their experiences of the technical aspects of audits,
particularly with regard to cryptocurrencies.

European Intelligence Oversight Conference (EIOC) from 5 to 6 November 2025 in Zurich

The EIOC took place in Zurich from 5 to 6 November 2025. Presentations were given by the

intelligence oversight authorities of Switzerland, Lithuania and Canada on various topics, including
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oversight risk management, the challenges involved in setting up their units, and specific issues arising
in relation to their organisational structures. On the second day, the focus shifted to Al in a supervisory
context, particularly the legal challenges associated with intelligence services collecting mass
communications data. The SFAO presented the latest Al developments, explaining the dual challenge
these new technologies pose to both the oversight authorities and audited entities. These topics were
then discussed in a panel session with representatives from the Norwegian and UK oversight
authorities. At the same time, experts presented an overview of the situation regarding the collection of
mass communications data in Switzerland and Germany. A subsequent panel discussion on this topic
enabled a comparison of state practices, including those of France. At the end of the event, the FIS
commented on the influence of oversight on the organisation.

Representatives from the OA-IA were present, as were delegates from Belgium, Bulgaria, Denmark,
Germany, Finland, France, Greece, the United Kingdom, Italy, Canada, Lithuania, the Netherlands,
Norway, Austria, Portugal and Sweden. The SFAOQ, ICA, FDPIC, FCA and the CDel Secretariat also
attended the meeting.
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8 App
8.1 Aud

endix

it plan for 2025

Strategy and planning

25-1 Prevention of violent left-wing extremism FIS

25-2 IT project portfolio at the FIS FIS

Organisation and tasking

25-3 Counter-intelligence at the FIS FIS

25-4 Measures to prevent loss of data at the CEA CEA

25-5 Translation services FIS

Cooperation

25-6 Cooperation between the FIS and the CIS FIS

Information-gathering

25.7 Operations / operational inquiries / information-gathering measures FIS
requiring authorisation

25-8 Human intelligence (HUMINT) FIS

25-9 Cyber intelligence MIS

Resources

25-10 Armed personnel at the FIS FIS

Data processing and archiving

25-11 Data storage for cable communications intelligence CEA
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8.2 Abbreviations

Abbreviation Meaning

AFPPS Armed Forces Preventive Protection Service

Al Artificial Intelligence

ArmA Federal Act of 3 February 1995 on the Armed Forces and the Military
Administration (Armed Forces Act, SR 510.10)

BCM Business Continuity Management

CDel Control Delegation

CEA Cyber and Electromagnetic Activities Service

CIS Cantonal Intelligence Service

DDPS Federal Department of Defence, Civil Protection and Sport

FAC Federal Administrative Court

FDPIC Federal Data Protection and Information Commissioner

FIS Federal Intelligence Service

FolA Federal Act of 17 December 2004 on Freedom of Information in the
Administration (Freedom of Information Act, SR 152.3)

GEVER Business management system

HUMINT Human Intelligence

IASA-ICC Information and Analysis System All-Source Integral Control Centre

ICA Independent Control Authority for Radio and Cable Communications
Intelligence

ICT Information and Communications Technology

IntelSA Federal Act of 25 September 2015 on the Intelligence Service (Intelligence
Service Act, SR 121)

IntelSO Ordinance of 16 August 2017 on the Intelligence Service (Intelligence
Service Ordinance, SR 121.1)

IOWG Intelligence Oversight Working Group

IT Information Technology

MIS Military Intelligence Service

NSIRA National Security and Intelligence Review Agency (Canada)

OA-1A Independent Oversight Authority for Intelligence Activities

SEM State Secretariat for Migration

SFAO Swiss Federal Audit Office

SIGINT Signal Intelligence

SR Classified Compilation of Federal Legislation
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